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1 Introduction

This report examines the challenge of opinion spam
detection, with a particular emphasis on differenti-
ating between deceptive and truthful reviews within
the context of online hotel reviews. Opinion spam,
characterized by the presence of fake reviews de-
signed to deceive readers, has become an issue with
the rise of online platforms like TripAdvisor and
Yelp, which have been increasingly used by busi-
nesses to influence customer perception. In recent
years, the manipulation of reviews has created a
significant challenge for consumers and platforms
alike, as companies often attempt to strengthen
their own reputation or tarnish competitors’ stand-
ings through false testimonials. This study specifi-
cally targets the classification of negative reviews,
as these reviews often carry notable weight in con-
sumer decision-making and have been shown to
impact brand reputations considerably when left
unchecked [8; 9]. Our analysis uses several ma-
chine learning classification models, each execut-
ing the same task. For this, a well-structured and
widely used dataset for spam detection research
allows for focused experimentation on model per-
formance and feature selection. Previous research
has underscored the efficacy of using both genera-
tive and discriminative classifiers to detect opinion
spam. Building upon this foundation, our approach
explores both linear and non-linear classification
techniques to show which model and feature set
best capture the patterns associated with deceptive
reviews. Additionally, the study employs unigram
and bigram textual features to examine the role
of word context in improving classification accu-
racy, a method that has shown promise in previous
opinion spam detection studies [9].

2 Data

The dataset used for this evaluation is a corpus of
800 hotel reviews collected and annotated by Ott

et al. [8; 9], known for its balanced composition
across truthful and deceptive categories. Specif-
ically, the dataset includes four distinct classes:
positive truthful, positive deceptive, negative truth-
ful, and negative deceptive reviews. Each category
contains 200 reviews, ensuring an equal distribu-
tion of data points, which supports unbiased model
training and validation. For the purpose of this
study, we have narrowed our focus to 400 nega-
tive reviews, comprising 200 truthful and 200 de-
ceptive reviews. Negative reviews were chosen
to target cases where deceptive content could be
potentially harmful to competitors, aligning with
recent work by Ott et al. [9], which indicates that
negative opinion spam can be more difficult to de-
tect due to its similarity to genuine critiques. The
truthful reviews in the dataset were sourced from
well-known online review platforms, such as Ex-
pedia, Hotels.com, Orbitz, Priceline, TripAdvisor,
and Yelp, reflecting authentic consumer feedback
from these trusted sites. Conversely, the deceptive
reviews were created via Mechanical Turk, where
contributors were instructed to fabricate realistic,
negative hotel reviews, imitating the language and
structure of genuine reviews. This approach en-
sures a gold-standard corpus of deceptive content
by simulating spam behaviour under controlled con-
ditions, thereby enabling strict testing of machine
learning models on genuinely deceptive content.

2.1 Training and Testing

The dataset is structured into five folds, an arrange-
ment that facilitates the training and testing of clas-
sification models. Folds 1 through 4, comprising
640 reviews, are used for training and hyperpa-
rameter tuning. Fold 5, containing 160 reviews,
is reserved for testing and evaluating the models.
For the training phase, cross-validation is utilised
to optimise hyperparameters and improve general-
isation capabilities. Cross-validation enables the
model to learn patterns across different subsets of



data, thereby reducing overfitting and providing a
more reliable estimate of model performance on
new data. Each model’s hyperparameter tuning is
essential for achieving optimal accuracy, precision,
and recall in detecting deceptive opinion spam.

2.2 Preprocessing

Preprocessing of textual data is critical for maximis-
ing the performance of machine learning models
in natural language processing tasks. In preparing
the dataset for analysis, we applied several prepro-
cessing techniques to enhance the quality of the
features used in classification. These steps reduc-
ing noise in the data and ensure that only relevant
linguistic information is retained:

Tokenization. Each review was tokenized at the
word level, splitting the text into individual words.
Tokenization is a foundational step in natural lan-
guage processing that facilitates the subsequent
analysis of text by breaking down sentences into
their component words, which can then be used as
features for classification.

Stopword Removal. Common English stopwords,
such as "the," "and," and "is," were removed from
the reviews. Removing these frequently occurring
but semantically trivial words enhances the signal-
to-noise ratio in the dataset, as stopwords are un-
likely to contribute meaningfully to the distinction
between truthful and deceptive reviews [8].

Lemmatisation. Lemmatization was applied to re-
duce words to their base or root forms, ensuring
consistency in word representation. This step is
particularly important for reducing redundancy in
the feature set, as it unifies different inflected forms
of the same word (e.g., "running" and "ran" become
"run"). By focusing on base forms, lemmatization
improves the model’s ability to generalize across
variations in word usage. Compared to a similar ap-
proach such as stemming, lemmatization is a more
sophisticated approach and preserves meaning bet-
ter.

TF-IDF Vectorisation. The reviews were trans-
formed into numerical vectors using Term
Frequency-Inverse Document Frequency (TF-IDF).
TF-IDF assigns a weight to each word based on its
frequency in a review and its rarity across the en-
tire dataset, thus capturing the relative importance
of each term within the context of opinion spam
detection. This avoids a common problem in text

analysis where the most frequent words in one re-
view are usually also the most frequent words in
other reviews [5]. Both unigram and bigram fea-
tures were extracted during TF-IDF vectorization.
Unigrams represent single words, while bigrams
capture pairs of consecutive words, allowing for
the analysis of word pairings that may indicate de-
ceptive language patterns, as suggested in Ott et
al.’s findings on bigram effectiveness in opinion
spam detection [9] This was used for all models.

These steps collectively contribute to a more clean,
interpretable and structured input for our models.
Irrelevant and redundant information is reduced,
while preserving essential linguistic characteristics
that point to deceptive and truthful content.

3 Modeling and analysis

The employed models can be categorized into lin-
ear classifiers: Multinomial Naive Bayes (Genera-
tive) and Logistic Regression with Lasso Penalty
(Discriminative). On the other hand, we have non-
linear classifiers: Classification Trees and Random
Forests (Ensemble of classifiers).

Multinomial Naive Bayes. The multinomial Naive
Bayes model calculates the probability of observ-
ing each word in the document for each class [3].
The name naive stems from the assumption of in-
dependence among features, meaning the presence
of one word does not affect the presence of another.
Naive Bayes is computationally efficient and han-
dles high-dimensional data like text effectively. In
text classification especially, this is a serious over-
siplification. However, Naive Bayes still performs
surprisingly well despite its assumptions, making it
a strong baseline model in text classification tasks
[3]. Additionally, feature selection methods like
TF-IDF helps to prevent overfitting in this model,
as it’s able to capture the relevant features of the
data [7]. A last consideration of Naive Bayes is
the zero probability problem; When a feature ap-
pears in the test data, but not in the training data,
it can result in zero probability estimates. For this
reason, we made sure to apply Laplace smoothing,
mitigating this problem [2].

Logistic Regression with Lasso Penalty. Logistic
regression is a discriminative model that, similarly
to naive Bayes, predicts the probability of a bi-
nary class outcome based on input features. The
addition of Lasso (L1) regularisation introduces a
penalty term that not only prevents overfitting but
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also aids in feature selection by shrinking the co-
efficients of less relevant features to zero, thereby
simplifying the model [11]. While Lasso aids in
improving model accuracy, it may exclude poten-
tially useful features if the penalty is set too high,
which necessitates tuning of such hyperparameters
[13]. Another drawback is its sensitivity to outliers,
where the model can disproportionately influence
the results, leading to inaccurate predictions [11].
TF-IDF can help mitigate this drawback by balanc-
ing the influence of rare words.

Classification tree. The classification tree algo-
rithm partitions data by creating a series of binary
splits based on feature values [12]. In text clas-
sification, this may be the presence, absence, or
frequency of certain words. Classification trees
are interpretable, as the resulting splits reveal the
decision-making process of the model. Unlike the
two aforementioned models, classification trees can
capture non-linear relationships between features,
which can be beneficial for more complex rela-
tions [11]. On the other hand, classification trees
are prone to overfitting, especially when trees are
deep and complex. In the current application, we
included constraints on maximal tree depth, mini-
mum amount of cases required for a split, minimum
number of samples that a leaf node must contain
and a cost-complexity parameter alpha. These con-
straints aim to mitigate the risk of overfitting by
promoting simpler trees.

Random forests. Random forests is an ensemble
learning method that combines multiple decision
trees to form a “forest,” resulting in improved pre-
diction accuracy and robustness compared to a sin-
gle decision tree [10]. By aggregating predictions
from numerous trees, random forests reduce over-
fitting and are less susceptible to noise in the data,
making them a strong choice for classification tasks
like opinion spam detection. Another advantage
is that random forests can create diverse trees and
reduce correlation between them by randomly se-
lecting a subset of features when splitting nodes
in the trees [11]. However, these advances trade
with computational cost, as more trees are grown.
Furthermore, random forests may lose some inter-
pretability compared to individual decision trees,
considering the aggregated decision-making pro-
cess across numerous trees. The hyperparameters
of the random forests were maximum depth of the
tree, one for the number of trees included in the

ensemble, minimal samples required for a plit, min-
imal samples allowed in a leaf, maximum amount
of features that were used and a cost-complexity
function.

Lastly, each model was run twice, once using uni-
gram and once including both uni-and bigram fea-
tures, resulting in a comparison of eight different
models. In the unigram models, only single words
or tokens are used as features. Likewise, the bigram
models use both unigrams and pairs of consecu-
tive words as features. By comparing unigram and
bigram representations, we aim to determine the
influence of word context on model performance.

3.1 Model Performance Metrics

For each model, 10-fold cross-validation was per-
formed on the training set (folds 1-4, 640 reviews)
to select the best hyperparameters. We did so us-
ing grid search, an optimization technique that ex-
haustively tries every combination of pre-specified
hyper-parameter values to find the best model [6].
The final performance of the models was evaluated
using fold 5 (160 reviews). Next, performance was
assessed using several metrics. First, accuracy was
used to capture the overall correctness of the model,
which is the amount of correct predictions out of all
predictions. Next, precision determines the number
of correct positive predictions out of all predicted
positives. Recall estimates the correct positive pre-
dictions out of all actual positives. Lastly, the F1
score captures the balance between precision and
recall.

3.2 Model comparison

To properly compare models and determine
whether they differ significantly in accuracy, we
conducted a Cochran’s Q test. The Cochran’s Q
test is a non-parametric test that evaluates whether
the success rates across classifiers is statistically
different. Cochran’s Q test has two assumptions:
samples should be related, in this case the same
observations are tested by different models. Next,
the outcomes should be binary which in our case
are the correct/incorrect predictions [4]. Therefore,
this test seems like a good fit to our goal. A sig-
nificant Q statistic indicates there is a significant
difference between the models. If this is indeed the
case, we then use a pairwise McNemar’s tests for
post-hoc analysis. The McNemar reveals whether
the performance of two models differ in a mean-
ingful way [1]. Similarly to Cochran’s Q test, it is
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designed for binary outcomes and therefore appli-
cable to the current problem [1].

4 Results

4.1 Multinomial Naive Bayes
Unigrams. The Naive Bayes classifier with uni-
grams yielded an overall accuracy of 82.50%. With
a precision of 77% for the deceptive class and 92%
for the truthful class. However, the recall for the
deceptive class was notably high at 94%, whereas
the recall for the truthful class was lower at 71%.
The F1-Score was 0.84 for the deceptive class and
0.80 for the truthful class.

Precision Recall F1-Score
Deceptive 0.77 0.94 0.84
Truthful 0.92 0.71 0.80
Accuracy 0.82

Table 1: Multinomial Naive Bayes metrics, unigrams

Bigrams. With bigrams as features, the multinomial
naive bayes yielded an overall accuracy of 87.50%.
The classifier achieved a precision of 88% for the
deceptive class and 87% for the truthful class. The
recall values were 86% for deceptive and 89% for
truthful. The F1 scores was 0.87 for the deceptive
class and 0.88 for the truthful class.

Precision Recall F1-Score
Deceptive 0.88 0.86 0.87
Truthful 0.87 0.89 0.88
Accuracy 0.88

Table 2: Multinomial Naive Bayes metrics, bigrams

4.2 Logistic Regression with Lasso Penalty
Unigrams. The logistic regression model with uni-
grams resulted in an accuracy of 84%. It achieved
a precision of 88% for the deceptive class, and 81%
for the truthful class. The recall values were 79%
for the deceptive class and higher for the truthful
class at 89%. The F1 score was 0.83 and 0.85
for the deceptive and truthful class respectively,
striking a very good balance between recall and
precision.

Bigrams. when including bigrams, the logistic re-
gression yields an accuracy of 85%. The precision
for the deceptive class was 86%, and for the truth-
ful class this was 84%. For recall, the deceptive

Precision Recall F1-Score
Deceptive 0.88 0.79 0.83
Truthful 0.81 0.89 0.85
Accuracy 0.84

Table 3: Logistic regression metrics, unigrams

class received 84% and for the truthful class this
was slightly higher at 86%. The F1-score for both
classes was 0.85.

Precision Recall F1-Score
Deceptive 0.86 0.84 0.85
Truthful 0.84 0.86 0.85
Accuracy 0.85

Table 4: Logistic regression metrics, bigrams

4.3 Classification Trees
Unigrams. The classification tree with unigram
features scored a relatively low but acceptable ac-
curacy of 66.87%. Its precision was 68% for the
deceptive and 66% for the truthful class. It had a re-
call score of 62% for the deceptive and 71% for the
truthful class. The F1-score was 0.65 for the decep-
tive, and 0.68 for the truthful classes. These values
reflect a moderate balance between precision and
recall.

Precision Recall F1-Score
Deceptive 0.68 0.62 0.65
Truthful 0.66 0.71 0.68
Accuracy 0.66

Table 5: Classification tree metrics, unigrams

Bigrams. Including bigram features, the classifica-
tion tree algorithm scored an accuracy of 68.75%.
With a precision in the deceptive class of 70% and
67% of the truthful class. Recall was relatively
low for the deceptive class 65% compared to the
truthful class 72%. The F1-score for the deceptive
class was 0.68, while for the truthful class this was
0.70.

4.4 Random Forests
Unigrams. For unigrams, the random forest ob-
tained an accuracy of 85%. The precision was 88%
for the deceptive class, and 83% for the truthful
class. Its recall was 81% and 89% for the truthful
class. Its F1-score was 0.84 and 0.86 for the de-
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Precision Recall F1-Score
Deceptive 0.70 0.65 0.68
Truthful 0.67 0.72 0.70
Accuracy 0.69

Table 6: Classification tree metrics, bigrams

ceptive and truthful class respectively, indicating a
good balance between precision and recall.

Precision Recall F1-Score
Deceptive 0.88 0.81 0.84
Truthful 0.83 0.89 0.86
Accuracy 0.85

Table 7: Random forests metrics, unigrams

Bigrams. When employing the models with bi-
grams instead, the accuracy got to 83.12%. The
model yielded a precision score of 92% for the de-
ceptive class and slightly lower precision 77% for
the truthful class. With a recall of 72% and 94% for
both classes respectively, we observe an improve-
ment in precision in the truthful class compared to
unigrams. The F1-score was 0.81 for the deceptive
class and 0.85 for the truthful class, showing a well
balanced prediction.

Precision Recall F1-Score
Deceptive 0.92 0.72 0.81
Truthful 0.77 0.94 0.85
Accuracy 0.83

Table 8: Random forest metrics, bigrams

For a comprehensive summary of the precision,
recall, F1 and accuracy tables across models, see
Appendix B.

4.5 Statistical tests
The Chochran’s Q test yielded a Q statistic of 59.31,
with a corresponding P-value of 2.08×10−10. This
indicates that there is a significant difference be-
tween the models.

The follow-up McNemar test yielded several sig-
nificant results, predominantly showing that the
classification tree with both uni- and bigram fea-
tures is statistically different from all other models
(except in comparison with itself). All significant
results can be found found in table 9. For the all
results, see Appendix A.

Comparison P-value

NB_Uni vs CT_Uni 0.0012
NB_Uni vs CT_Bi 0.0092
NB_Bi vs CT_Uni 5.55e-06
NB_Bi vs CT_Bi 7.33e-05
LogReg_Uni vs CT_Uni 9.85e-05
LogReg_Uni vs CT_Bi 0.0005
LogReg_Bi vs CT_Uni 8.17e-05
LogReg_Bi vs CT_Bi 0.0004
CT_Uni vs RF_Uni 1.54e-05
CT_Uni vs RF_Bi 0.0002
CT_Bi vs RF_Uni 0.0002
CT_Bi vs RF_Bi 0.001

Table 9: Significant comparisons between models(p <
0.05)

4.6 Feature importance
In our analysis, we identified the top five most
significant terms (features) associated with both
fake and genuine reviews across different models
and feature types. These important terms were
extracted based on the feature importance scores
generated by each classification model. We ex-
amined unigram and bigram features separately,
utilising Naive Bayes, Logistic Regression, Deci-
sion Tree, and Random Forest classifiers. These
features reveal patterns in the language used in fake
versus genuine reviews, providing insight into each
model’s linguistic markers for classification. For
a detailed breakdown of feature importance score
across the models, please refer to Appendix C.

4.6.1 Terms indicating fake reviews
The most important features that suggest a review
might be fake were identified through the various
models, with terms consistently pointing towards
fabricated reviews. Based on the feature impor-
tance scores, the top five terms indicating fake re-
views are "elevator", "adult", "turned", "priceline",
and "star". These terms appear prominently in
deceptive content, likely due to their association
with specific details or exaggerated experiences
that deceptive reviewers attempt to replicate. For
instance, "elevator" and "priceline" are terms that
might be inserted to lend a sense of authenticity by
referencing commonly reviewed aspects of hotel
experiences (e.g., amenities or booking platforms).
Similarly, words like "star" could reflect an attempt
to mimic typical language associated with hotel rat-
ings. At the same time, terms such as "turned" may
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be used in narrative constructions to simulate a per-
sonal storytelling style that readers associate with
genuine reviews. These linguistic markers serve as
distinguishing factors that models associate with
deceptive reviews.

4.6.2 Terms indicating genuine reviews
In contrast, terms indicating a review’s genuine-
ness are often tied to sensory descriptions, temporal
markers, and location-specific language. The most
significant truthful features identified across mod-
els are "chicago", "smell", "luxury", "millennium",
and "recently". These terms consistently appear
in genuine reviews, with "chicago" and "millen-
nium" reflecting specific location or hotel names
that are more naturally incorporated into authen-
tic experiences. Sensory words such as "smell"
and descriptive terms like "luxury" tend to signify
genuine feedback as they are rooted in subjective
experiences that deceptive reviewers might struggle
to replicate convincingly. Temporal terms such as
"recently" also add a sense of real-time progression
or reflection, which may further distinguish truthful
reviews from fabricated ones. The recurrence of
these terms across different models reinforces the
hypothesis that genuine reviews include specific,
experiential language that is difficult for deceptive
reviewers to mimic authentically.

4.6.3 Important terms comparing linear and
non-linear models

We also compare the feature importance results
across linear and non-linear models, and differ-
ences in term selection and directional emphasis
emerge. In the linear models (Naive Bayes and
Logistic Regression), terms like "smell", "luxury",
and "millennium" are identified as indicators of
truthful reviews. These terms predominantly relate
to specific hotel names, sensory descriptions, and
experiential markers, reinforcing the linear models’
focus on direct, content-related words commonly
associated with authentic experiences. The features
"elevator" and "adult" are consistently identified
as indicators of deceptive reviews.

In contrast, the non-linear models (Decision Tree
and Random Forest) provide a more nuanced per-
spective. For example, "chicago" appears as an im-
portant term for both truthful and deceptive reviews
in non-linear models, reflecting a more complex in-
terpretation of this location-specific term. Addition-
ally, terms such as "location", "smell", and "finally"
are highlighted in non-linear models as indicators

of truthfulness, while "turned" is associated with
deception. This suggests that non-linear models
may capture more subtle contextual or positional
cues within the reviews that are not as explicitly
weighted in linear models.

While both linear and non-linear models identify
similar core truthful indicators (e.g., "chicago"
and "smell"), the non-linear models incorporate
a broader range of terms across truthfulness and
deception categories. This could indicate that non-
linear models can capture layered linguistic pat-
terns and more complex relationships in the data,
which is in line with previous research [14].

This comparison highlights the different strengths
of linear and non-linear approaches in opinion
spam detection: linear models excel at identify-
ing direct, content-driven markers, whereas non-
linear models offer flexibility in capturing context-
dependent nuances.

5 Discussion

In this section, we discuss the different models,
the outcomes of the statistical comparisons and the
impact of unigram versus bigram features.

Firstly, the accuracy of the generative linear model
(Multinomial Naive Bayes) did not significantly
differ from the discriminative linear model (Lo-
gistic Regression with Lasso Penalty), for neither
unigrams nor bigrams. According to our results,
the Logistic regression got an accuracy of 84%
while Naive Bayes model yielded an accuracy of
83% (both unigrams). With bigrams, Naive Bayes
outperformed Logistic regression. According to
previous findings, logistic regression has a ten-
dency to achieve higher accuracy in cases with
non-independent features, in for example text clas-
sification [11]. Our results did not corroborate this.
A lack of a significant difference may be due to the
fact that our dataset was relatively limited and text
data is known for its sparse features, and may not
provide enough variance to highlight differences
between the models. Additionally, regularisation
of the Logistic regression may have constrained
the parameters, essentially simplifying the model.
Overall, the models performed compatibly well.

Next, there was no systematic performance
improvement seen from non-linear classifiers.
The random forest with unigrams did perfom
marginally better, though this difference was in-
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significant (see Table 10). This slight advan-
tage may be explained by the fact that random
forests have the ability to generalize from com-
plex, non-linear patterns in high-dimensional data
while avoiding overfitting. This contrasts starkly
to the classification tree, which consistently under-
performed. The McNemar results confirm that the
classification tree had a significant lower accuracy
compared to all other models, for unigram and bi-
gram models (see Appendix A). Decision Trees,
despite their ability to also capture non-linear rela-
tionships, may have been fit to noise in the training
data rather than the underlying distribution [15].
This notion underscores why the aggregation of
multiple trees in the Random Forest model allowed
for a more nuanced representation of feature impor-
tance. Overall, Naive Bayes and Random Forest
were the best performing models across all metrics.
Logistic regression performed moderately well, as
the logistic regression with unigrams performed
significantly better than random forests with uni-
grams.

The addition of bigram features generally enhanced
performance for models that struggled with word
context, such as Naive Bayes and Random Forests.
Specifically, the Naive Bayes demonstrated an im-
proved performance with bigram features, altough
insignificant. Perhaps, the Naive Bayes model ben-
efits from the additional contextual information pro-
vided by bigrams, enabling it to better distinguish
between truthful and deceptive language patterns.
Only for the random forests the addition of bigrams
decreased accuracy. Perhaps, this happened There-
fore, the use of bigrams varies depending on the
classifier’s inherent strengths in handling contex-
tual information.

5.1 Limitations

Despite the promising results obtained from our
analysis, certain limitations must be acknowledged.
Firstly, the dataset used in this study consists of
a balanced set of truthful and deceptive reviews,
which may not reflect real-world data distributions.
In practical applications, the prevalence of decep-
tive reviews is likely lower, and model performance
might vary under imbalanced conditions. Addition-
ally, while we explored unigram and bigram fea-
tures, more complex feature representations, such
as n-grams with n > 2 or word embeddings, could
provide further insights and improve classification
accuracy.

Next, the reliance on grid-search for tuning hyper-
parameters for non-linear models was suboptimal.
While cross-validation was used to optimize these
parameters, more sophisticated methods, such as
Bayesian optimization, may have yielded improved
results efficiently. Similarly, the computational
complexity of Random Forests proved to be a bot-
tleneck in scalability, particularly with added bi-
gram features, as the model training time increased
significantly.

Finally, the current study focused on conventional
machine learning models without incorporating
neural network-based approaches, which have
shown potential in recent spam detection research.
Future work could explore deep learning models
such as Recurrent Neural Networks (RNNs) or
Transformers, which are capable of capturing com-
plex dependencies in text data but require larger
datasets and computational resources.

6 Conclusion

This report reviewed the systematic detection of
opinion spam in hotel reviews, focusing on distin-
guishing between deceptive and truthful reviews.
A well-balanced dataset of 800 annotated hotel
reviews was used to explore the performance of
various classification models. These models were
evaluated using both unigram and bigram features
to study the effect of contextual information. Our
findings show that both linear and non-linear clas-
sifiers can detect opinion spam effectively. The
generative linear model (Multinomial Naive Bayes)
did not significantly differ from the discrimina-
tive linear model (Logistic Regression with Lasso
Penalty). There was no systematic performance
improvement from non-linear classifiers compared
to the linear classifiers; Random Forest with uni-
grams performed only marginally better than the
linear models, though this difference was insignifi-
cant. Classification trees were structurally under-
performing, likely due to overfitting. The addition
of bigram features in almost all cases enhanced per-
formance. This was especially the case for Naive
Bayes and Random Forests. An analysis on feature
importance showed truthful reviews were often re-
lated to location, sensory experiences, and specific
hotel names, while deceptive reviews contained
terms indicating detailed or specific amenities.

In conclusion, this study demonstrated the poten-
tial of machine learning classification models to
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detect opinion spam, where each model offers its
own advantages. Future work could explore larger
datasets that are more reflective of real-world dis-
tributions. Furthermore, more advanced models,
such as neural networks and/or transformer archi-
tectures, could benefit from additional research and
hold the potential to enhance text classification per-
formance even further.
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A Results model comparison: McNemar’s test

Comparison P-value < 0.05

NB_Uni vs NB_Bi 0.13 n
NB_Uni vs LogReg_Uni 0.87 n
NB_Uni vs LogReg_Bi 0.60 n
NB_Uni vs CT_Uni 0.00 y
NB_Uni vs CT_Bi 0.00 y
NB_Uni vs RF_Uni 0.60 n
NB_Uni vs RF_Bi 1.00 n
NB_Bi vs LogReg_Uni 0.33 n
NB_Bi vs LogReg_Bi 0.52 n
NB_Bi vs CT_Uni 0.00 y
NB_Bi vs CT_Bi 0.00 y
NB_Bi vs RF_Uni 0.56 n
NB_Bi vs RF_Bi 0.14 n
LogReg_Uni vs LogReg_Bi 0.77 n
LogReg_Uni vs CT_Uni 0.00 y
LogReg_Uni vs CT_Bi 0.00 y
LogReg_Uni vs RF_Uni 0.84 n
LogReg_Uni vs RF_Bi 1.00 n
LogReg_Bi vs CT_Uni 0.00 y
LogReg_Bi vs CT_Bi 0.00 y
LogReg_Bi vs RF_Uni 1.00 n
LogReg_Bi vs RF_Bi 0.68 n
CT_Uni vs CT_Bi 0.77 n
CT_Uni vs RF_Uni 0.00 y
CT_Uni vs RF_Bi 0.00 y
CT_Bi vs RF_Uni 0.00 y
CT_Bi vs RF_Bi 0.00 y
RF_Uni vs RF_Bi 0.69 n

Table 10: Model Comparisons with Corresponding P-values
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B Performance metrics of all models

Model Precision Recall F1-Score Accuracy

Multinomial Naive Bayes: Unigrams
Deceptive 0.92 0.72 0.81

0.83
Truthful 0.77 0.94 0.85

Multinomial Naive Bayes: Bigrams
Deceptive 0.88 0.86 0.87

0.88
Truthful 0.87 0.89 0.88

Logistic regression: Unigrams
Deceptive 0.88 0.79 0.83

0.84
Truthful 0.81 0.89 0.85

Logistic regression: Bigrams
Deceptive 0.86 0.84 0.85

0.85
Truthful 0.84 0.86 0.85

Classification tree: Unigrams
Deceptive 0.68 0.62 0.65

0.66
Truthful 0.66 0.71 0.68

Classification tree: Bigrams
Deceptive 0.70 0.65 0.68

0.69
Truthful 0.67 0.72 0.70

Random forest: Unigrams
Deceptive 0.88 0.81 0.84

0.85
Truthful 0.83 0.89 0.86

Random forest: Bigrams
Deceptive 0.92 0.72 0.81

0.83
Truthful 0.77 0.94 0.85

Table 11: Precision, Recall, F1 and Accuracy of All Models
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C Most important features

Model Feature Majority direction Models
Linear Models

elevator Deceptive [NB_unigram, NB_bigram]
adult Deceptive [lg_unigram, lg_bigram]
smell Truthful [NB_unigram, NB_bigram]
luxury Truthful [NB_unigram, NB_bigram]
millennium Truthful [NB_unigram, NB_bigram]

Non-Linear Models
chicago Truthful [dt_unigram, dt_bigram, rf_unigram, rf_bigram]
turned Deceptive [dt_unigram, dt_bigram]
location Truthful [rf_unigram, rf_bigram]
smell Truthful [rf_unigram, rf_bigram]
finally Truthful [rf_unigram, rf_bigram]

Table 12: Top 5 Important Features for Linear and Non-Linear Models
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Model Feature Direction Importance

Naive Bayes: Unigrams

smell truthful 1.4531
luxury truthful 1.4381
millennium truthful 1.4112
elevator deceptive 1.3290
priceline deceptive 1.2213

Naive Bayes: Bigrams

elevator deceptive 0.3880
chicago millennium truthful 0.1182
millennium truthful 0.0645
smell truthful 0.0324
luxury truthful 0.0009

Logistic Regression: Unigrams

chicago truthful 30.5963
smelled truthful 16.1574
recently truthful 15.6213
adult deceptive 14.5296
star deceptive 14.3043

Logistic Regression: Bigrams

chicago truthful 27.2998
relax truthful 17.9409
booked hotel deceptive 17.7726
homewood suite truthful 16.7083
adult deceptive 16.5876

Decision Tree: Unigrams

chicago deceptive 0.2958
turned deceptive 0.0506
decided deceptive 0.0505
east deceptive 0.0374
michigan truthful 0.0345

Decision Tree: Bigrams

chicago deceptive 0.3167
turned deceptive 0.0419
finally got deceptive 0.0387
cool truthful 0.0386
ambassador east deceptive 0.0363

Random Forest: Unigrams

chicago truthful 0.0569
location truthful 0.0230
smell truthful 0.0169
recently truthful 0.0157
finally truthful 0.0157

Random Forest: Bigrams

chicago truthful 0.0205
location truthful 0.0070
smell truthful 0.0069
finally truthful 0.0066
seemed truthful 0.0062

Table 13: Top 5 Important Features for Each Model by Direction and Importance
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